With the deeper integration of computation, communication and control of electronics and software in medical devices, we are faced with new challenges on design and test of systems with the patient-in-the-loop. For biological and medical domains, the operating environment encompasses a rich web of genomic (transcription, translation, splicing), metabolic (anabolic or catabolic reactions), and physiologic (e.g., heart rate variability, blood glucose dynamics, brain activity) processes that exhibit irregular and time dependent behavior that is not amenable to simplified models.
anesthesia and drug dosing control in clinical pharmacology, molecular dynamics analysis for medical diagnosis, smart health and wellbeing.
• Functional and formal modeling of device and physiological process interaction to ensure the safety and efficacy of the closed-loop system. • Distributed control & sensing: robust, verifiable, fault-tolerant control of uncertain, multimodal systems; physiologic signal QoS.
• Low-power system design for long-term monitoring and delivery of therapy • Medical device hardware security, network protocols and attacks • Embedded, real-time, networked system infrastructures for medical CPS: Architecture, platform, middleware, and resource management issues and innovations related to safety, security, or verifiability • Certification of medical devices: quantifiable incremental certification of medical device interoperability, role of design tools and COTS, approval of non-deterministic and selfadaptive devices • Patient modeling & simulation: large scale, high fidelity organ and patient models for digital and analog system design and testing • Decision support systems: professionals and patients, as well as patient guidance services, which build on multimodal data fusion, data and pattern analysis, and modeling and predictive algorithms of patient health status • Medical practice-driven models and requirements: user-centric design, management of failures in a clinical environment, modeling of operational scenarios, including medical devices, caregivers, patients
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